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About me, Andrea Bonetti 

2013:   Technical Manager Substation Automation at STRI 
 Västerås, Sweden 

2011 ... 2013  Relay Protection Specialist: 
  Megger Sweden AB – Sweden 

  

:               From 2006 member of IEC Group TC 95 – MT4: 
 MEASURING RELAYS AND PROTECTION EQUIPMENT 

2014:   Technical Manager FMTP Power AB 
  Sweden 

andrea.bonetti@fmtp.se 

Main purpose of the standard is to achieve interoperability among different 
devices from different vendors within the same substation. 

The	
  IEC	
  61850	
  standard	
  in	
  Substa;on	
  Automa;on	
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What is Substation Automation? 
 
We need to know what we are talking about, in order to understand what 
needs to be standardized. 
 
 

The	
  IEC	
  61850	
  standard	
  in	
  Substa;on	
  Automa;on	
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In a substation there are Primary Equipments: 

The	
  power	
  substa;on	
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The Primary equipments in the Substation need 
to be ”controlled”. 

The word CONTROL in a substation has nothing to do with Process Control, 
where the word CONTROL is usually associated to ”feedback systems”: 

The	
  power	
  substa;on	
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Circuit Breakers, Disconnectors 
(Isolators), Earthing Switches :  

Open/Close 
Power Transformar Tap Changers: 

Move Up or Down 

In a substation, the power flow may need to be redirected. 
Some part of the substation may need to be put out of service for maintenance. 

The	
  power	
  substa;on	
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Busbar change. Load is on Busbar 2 

The	
  power	
  substa;on	
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Busbar change. Connecting Busbar 1 to Busbar 2  

The	
  power	
  substa;on	
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Busbar change: Connecting the Feeders to Busbar 1 

The	
  power	
  substa;on	
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Busbar change: Disconnecting feeders from Busbar 2 

The	
  power	
  substa;on	
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Busbar change: Disconecting Busbar 2 from the system 

The	
  power	
  substa;on	
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Busbar change. Busbar 1 in service 

The	
  power	
  substa;on	
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Maneuvering primary equipments is a delicated task. 
Dangerous errors can occour, for personnel and equipments. 
It must be clear for the operator WHAT is open and WHAT is closed. What IS 
energized, what is NOT. 
 

To minimize the possibility to 
operate on the wrong equipments 
with the wrong conditions, 
interlockings are implemented in 
the substation.  

The	
  power	
  substa;on	
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One very simple interlocking:  
Earthing Switch and Disconnector 

I can OPEN / CLOSE the Disconnector ONLY if the Earthing Switch is OPEN. 
If the Earthing Switch is CLOSED I cannot operate the Disconnector. 

The	
  power	
  substa;on	
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EARTHING SWITCH CLOSED 

The	
  power	
  substa;on	
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EARTHING SWITCH OPEN 

The	
  power	
  substa;on	
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The	
  interlocking	
  system	
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A Local Action (open/close) may require: 

Remote information (from different bays) 
Local information (from the same bay) 

The	
  interlocking	
  system	
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Information is exchanged with extensive 
cablage and often require the use of several 
auxiliary relays to multiply the limited amount 
of contacts (position) available from the 
primary equipments. 

The	
  interlocking	
  system	
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● THE INTERLOCKING SYSTEM 

The	
  IEC	
  61850	
  interlocking	
  system	
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Remote control (NCC) 

Bay Level 

Station Level 

Station 
computer 

Station 
gateway 

Control IED Control IED Control IED 

Engineering 
station 

Station  bus (LAN) 

INTERLOCKING/CONTROL signals (CB and Disconnector Positions, reservation, etc.) are sent through the station 
bus. 
Horizontal communication 

Control	
  /	
  Interlockings	
  in	
  the	
  IEC	
  61850	
  substa;on	
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IEC	
  61850	
  standard	
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In a substation there are Primary Equipments….. 

The	
  power	
  substa;on	
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… that must be protected. 

The	
  power	
  substa;on	
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In a substation there are Secondary Equipments (Protection Relays). They monitor the electrical quantities 
of the protected system (voltages, currents) …. 

Protec;on	
  relays	
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… and based on ”protection algorithms” they decide that there is an electrical fault and issue the opening 
command to the circuit breaker 

Protec;on	
  relays	
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The circuit breaker opens and interrupts the fault current. The relay sees no fault conditions anymore and it 
resets. Circuit breaker remains open, the fault has been cleared. 

Protec;on	
  relays	
  

Sometimes protection relays need to talk together. 
Usually this is done to speed-up the fault clearing time or to achieve a better 
knowledge on where the fault is positioned (selectivity) 

The	
  protec;on	
  system	
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Radial Feeders: No communication 

The	
  protec;on	
  system	
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Radial Feeders: No communication 

The	
  protec;on	
  system	
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Radial Feeders: No communication 

The	
  protec;on	
  system	
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Radial Feeders: No communication 

The	
  protec;on	
  system	
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Radial Feeders: Communication 

The	
  protec;on	
  system	
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Radial Feeders: Communication 
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  protec;on	
  system	
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Radial Feeders: Communication 

The	
  protec;on	
  system	
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Radial Feeders: Communication 

The	
  protec;on	
  system	
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PROTECTION signals (Trip, Block, Acceleration..) are sent through the station bus. 
Horizontal communication 

The	
  IEC	
  61850	
  protec;on	
  system	
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GOOSE	
  MESSAGE	
  communica;on	
  supervision	
  

The GOOSE message is repeated with a certain strategy allowing the supervision of the Horizontal Communication. 
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Upstream Blocking with GOOSE Technology 

The	
  IEC	
  61850	
  protec;on	
  system	
  -­‐	
  security	
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Upstream Blocking with GOOSE Technology 

The	
  IEC	
  61850	
  protec;on	
  system	
  -­‐	
  security	
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The GOOSE message is the standardized digital message by the IEC 61850 standard (IEC 61850-8-1). 
 
GOOSE means:  Generic Object Oriented System Event. 
 
GOOSE is a unacknowledged multicast message, sent through the Ethernet network. 
The GOOSE message is not based on IP Addressing 
 
The GOOSE message is ”originated” (engineered) in the SCL files, that are used to instruct the IEDs about 
what messages they have to send (GOOSE Control Blocks and Datasets) and to receive (Input Section). 

GOOSE	
  MESSAGE	
  

SEPTEMBER 2014 Andrea Bonetti - FMTP Power AB 

The	
  IEC	
  61850	
  protec;on	
  system	
  -­‐	
  availability	
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Comparison	
  “Conven;onal	
  –	
  GOOSE”	
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Interest in GOOSE has been focused on the AVAILABILITY of 
the protection system 
Several papers and discussions have drawn the attention on the GOOSE 
transfer time, GOOSE communication reliability etc. 
 
 The attention is naturally drawn to the availability of 
the numerical 
 (IEC 61850) protection system compared to the 
conventional tehcnology 

 
 

Comparison	
  “Conven;onal	
  –	
  GOOSE”	
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GOOSE increases the SECURITY of the protection system 
Comparing the security of protection schemes with conventional technology and 
numerical technology (GOOSE), we see that GOOSE offers the possibility to 
increase the security of the protection schemes 
 
Communication Supervision 
At the Receiving IED 

It Requires Engineering! 
 
 

Comparison	
  “Conven;onal	
  –	
  GOOSE”	
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IEC	
  61850	
  standard	
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IEDs from different vendors can exchange and use information over a common communications media. No need to 
have protocol converters. 
Reporting: Vertical Communication. 

IEC	
  61850	
  APPLICATION:	
  REPORTING	
  TO	
  SCADA	
  /	
  RTU	
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This is Client/Server 
communication. 
“High Level” TCP-IP 
communication, based on IP 
Address 

Communication between station level and bay level devices uses services 
defined in IEC 61850-7-2. 

 
q These include: 

q Control (operating of primary objects, Commands) 
q Reporting of events (MMS, Report Control Blocks) 
q (Logging) 
q (Statistical data) 
q Disturbance files upload (ftp, COMTRADE) 

q All these services: 
q Use Ethernet TCP/IP 
q Are base on client-server-communication 

HMI/SCADA	
  Communica;on	
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We	
  have	
  been	
  using	
  SCADA	
  systems	
  since	
  the	
  80’s!	
  
What’s	
  new	
  with	
  it? 

 
q Event driven – Intelligent Electronic Devices send processed data  

 (before dump relays with cyclic sending of raw data) 

 

q Non need for protocol converters 

 

q The substation is described by one XML file - called SCD  
 (Substation Configuration Description, part of the Substation Configuration Language, SCL) 

SEPTEMBER 2014 Andrea Bonetti - FMTP Power AB 

Proprietary communication protocols were / are available. The correct handling of all protocols was and is still a 
challenge  

”BEFORE	
  standardisa;on”:	
  REPORTING	
  TO	
  SCADA	
  /	
  RTU	
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”BEFORE”:	
  PROTOCOL	
  CONVERTERS	
  /	
  IMPLEMENTATIONS	
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IEC	
  61850	
  standard	
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The data traffic runs on Ethernet, 100 Mbit/s. 

This means that in the IEC 61850 substation there are Ethernet switches. 

Protection and Control signals are 
dependent on the correct functionality 
of the communication system, which 
has in the Ethernet switches one of its 
most important  factors. 

Ethernet	
  network	
  –	
  Ethernet	
  switches	
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Star 

Ring 

Network	
  topologies	
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IEC	
  61850	
  standard	
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IEDs and Substations are described through XML files. 
The “IEC 61850 language used in the XML files” is called SCL 
language. 
 

SCL: Substation Configuration Language. 
 
 

IEC	
  61850:	
  The	
  SCL	
  language	
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IEC	
  61850:	
  The	
  SCL	
  language	
  (IED	
  Modelling)	
  

SEPTEMBER 2014 Andrea Bonetti - FMTP Power AB 

Bay A Bay Unit (IED) 

PTRC (Trip, Operate) 

IEC	
  61850:	
  The	
  SCL	
  language	
  (IED	
  Modelling)	
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Bay Unit (IED) 

PTRC (Trip, Operate) 

SCL Bay A 

IEC	
  61850:	
  The	
  SCL	
  language	
  (IED	
  Modelling)	
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Bay Unit (IED) 

PTRC (Trip, Operate) 

SCL Bay A 

IEC	
  61850:	
  The	
  SCL	
  language	
  (IED	
  Modelling)	
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Bay Unit (IED) 

PTRC (Trip, Operate) 

SCL Bay A 

IEC	
  61850:	
  The	
  SCL	
  language	
  (IED	
  Modelling)	
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SCL SCL It is possible to “structure” the Logical Nodes, 
and group them under different Logical 
Devices. 
The “rules” of this structure are described in 
the XML file. 
 
 

IEC	
  61850:	
  The	
  SCL	
  language	
  (IED	
  Modelling)	
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The SCL file also describes what the IED can do 
(services).  
 
In this right case the IED cannot offer upload of 
disturbance recorder file, as the “FileHandling 
Service” is not listed: 
 

 
 
 

 
 

 
While this IED to the left  allows to 
upload the disturbance recorder files 
“FileHandling Service” is listed. 
 
 
 
 
 
 
 

IEC	
  61850:	
  The	
  SCL	
  language	
  (IED	
  Modelling)	
  

SEPTEMBER 2014 Andrea Bonetti - FMTP Power AB 

Depending on the information they carry, there are different types of  SCL files: 
 
ICD (IED Capability Description) 
CID (Configured IED Description) 
SCD (Substation Configuration Description) 
 
SSD (System  Specification Description) 
 
 
IID (Instantiated IED Description) 
SED (System Exchange Description) 
 
 
 
 
 
 
 

IEC	
  61850:	
  Different	
  SCL	
  files	
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IEC	
  61850	
  Standard	
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IEC	
  61850:	
  TESTING	
  

How do we test all of this? 

How do we test the Network Topology (Switches)? 

How do we test the Vertical Communication to SCADA? 
(IEC 61850-8-1, MMS, Reporting) 

How do we test Interlockings? 
(IEC 61850-8-1 GOOSE) 

How do we test Protection Schemes? 
(IEC 61850-8-1 GOOSE and IEC 61850-9-2 SV) 
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Tissues (Technical Issues) database 

www.tissues.iec61850.com 

IEC 61850 standard is a dynamic standard!. You must follow it! 

IEC	
  61850	
  Standard	
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